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Abstract—In the digital age, safeguarding privacy against so-
phisticated eavesdropping technologies is increasingly crucial. We
introduce an innovative ultrasonic jamming device enhanced by
a novel Dynamic Inter-modulation Modulation (DIM) algorithm,
designed to counteract unauthorized audio surveillance. Utilizing
nonlinear acoustic effects, the DIM algorithm dynamically varies
ultrasonic frequencies to produce complex, shifting harmonic
patterns that conventional denoising algorithms struggle to filter.
This poster presents the design, implementation, and efficacy of
our technology, highlighting its superiority over traditional fixed-
frequency jammers in disrupting a wide range of microphone
technologies, Electret Condenser Microphones (ECM), Micro-
Electro-Mechanical systems (MEMs), and piezoelectric sensors.

Index Terms—Ultrasonic Jamming, Privacy Protection, Dy-
namic Inter-modulation (DIM), Anti-Eavesdropping Technology,
Nonlinear Response Phenomena, Surveillance Countermeasures

I. INTRODUCTION

Eavesdropping technologies have become more pervasive
and sophisticated, utilizing advanced signal processing to in-
filtrate private communications. Traditional countermeasures,
such as fixed-frequency ultrasonic jammers as shown in Fig
1, are increasingly found inadequate due to their predictable
interference patterns that advanced noise reduction algorithms
can easily circumvent [1]. To address these shortcomings,
our research has developed a cutting-edge ultrasonic jam-
ming technology that employs a DIM algorithm. This novel
approach takes advantage of the nonlinear characteristics of
microphones to generate a mutable and complex frequency
landscape, substantially enhancing privacy protection across

various environments.
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Fig. 1. Anti-eavesdropping through Ultrasonic Jammer

Each method has distinct strengths and challenges in ul-
trasonic jamming and privacy protection. Traditional jammers

ssr22 @mails.tsinghua.edu.cn

Jianwei Zhuge Xin Liu
Tsinghua University Lanzhou University
zhugejw @tsinghua.edu.cn bird @lzu.edu.cn

use fixed-frequency signals and often fail against sophisticated
devices due to susceptibility to standard filtering techniques
[1]. Adaptive noise generators combat modern spy device
noise cancellation features but struggle against advanced signal
processing. Further, research into the microphone nonlinear
response phenomenon aids advanced jamming strategy de-
velopment. At the same time, the effectiveness of signal
obfuscation techniques against Al-based tools in real scenarios
remains to be fully verified [2].

Our contribution to this domain includes the innovative DIM
algorithm and a specially designed ultrasonic speaker array.
By dynamically adjusting frequencies to exploit the micro-
phone nonlinear response phenomenon, our solution creates
an unpredictable acoustic environment that poses a formidable
challenge to even the most advanced eavesdropping technolo-
gies, thus offering a comprehensive and flexible solution for
enhanced privacy protection.

II. DESIGN

The core innovation of our ultrasonic jammer lies in the
DIM algorithm, which dynamically adjusts two primary ultra-
sonic frequencies. These adjustments result in unpredictable
resonant peaks across the spectrum, encompassing the human
speech range of 80 to 1100 Hz. The algorithm’s effectiveness
is underpinned by its ability to generate overlapping harmonic
disturbances that significantly degrade the signal-to-noise ratio
for any eavesdropping device.

Complementing the DIM algorithm, our design features
a modular array of high-frequency ultrasonic transducers.
Engineered to produce a dense, impenetrable field of ultrasonic
waves, this array maximizes spatial coverage and ensures
effective jamming across various environments and through
physical obstructions.

A. DIM Algorithm

The cornerstone of our technology is the DIM algorithm,
which utilizes two dynamically varying ultrasonic frequencies
to exploit the nonlinear characteristics of microphones under
high sound pressure. Specifically, the algorithm uses the signal
S defined by:

S = cos(2m f1t) + cos(2m fot) ()

In Equation (1), f; and fy are the dynamically varying
frequencies essential to the DIM process.



The output signal S, is formulated by expanding S into
a nonlinear series as follows:

Sour = A1S + A3S? + A3S3 + ...+ ANSY Q)

For practical purposes and clarity in the demonstration, the
output signal can be specifically expressed up to the second-
order term as Sy = A1S + A2S? and further expanding is
as:

Sout = A1 (cos(27 f1t) + cos(27 fat))
+ Ay (14 0.5 (cos(2m(2f1)t) + cos(2m(2f2)t))
+cos(2m(f1 + f2)t) + cos(2mw(f1 — f2)t)) 3)

The term cos(27(f1 — f2)t) in (3) represents the difference
frequency components (in red frame) generated by the nonlin-
ear response phenomenon as shown in Fig 2. The component
contributes to a broad and dynamically varying frequency
spectrum due to the temporal changes in f; and fo. The
dynamic nature of these frequencies ensures that the resultant
interference spectrum is not only wide but also continuously
shifting, creating complex patterns that are difficult for Al-
driven noise reduction algorithms to predict and filter out
effectively.
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Fig. 2. Inter-modulation & Non-linear Response Phenomenon

B. Speaker Array Design

Complementing the DIM algorithm is an ultrasonic speaker
array composed of multiple ultrasonic transducers. This mod-
ular array is strategically designed to produce a dense, impen-
etrable field of ultrasonic waves, covering a comprehensive
spatial range and disrupting spying devices across wide areas.
The design prioritizes precision, efficiency, and adaptability to
diverse environmental conditions.

III. EXPERIMENTAL EVALUATION

The experiments are designed to simulate human conver-
sation, evaluate device placement strategies, perform com-
parative analyses with commercial products, and test speech
obfuscation capabilities using advanced technologies.

Different Microphone Types: In a controlled experiment
simulating human conversation by playing audio of the num-
bers ’1 to 10°, different types of microphones are used as
receiving devices connected to an oscilloscope. We conduct
comparative tests between our jamming device and commer-
cial anti-eavesdropping equipment under the same conditions.

Device Placement and Scenarios: We strategically place
eavesdropping devices in multiple configurations and environ-
ments to simulate realistic conditions including office spaces,

residential settings, and public areas with potential physical
barriers.

Comparative Analysis: Performance is benchmarked
against leading commercial devices to evaluate our jammer’s
disruption rate and effectiveness in neutralizing espionage
equipment.

Speech Obfuscation Tests: We conduct rigorous tests using
advanced Speech-to-Text (STT) models, such as iFLYTEK
and Otter.ai, to determine if the jammer could render speech
indecipherable.

Results: Our ultrasonic jammer demonstrates superior per-
formance, with a disruption rate nearing 100% under simu-
lated conditions with MEMs microphone module ADMP401
as shown in Fig 3, outperforming existing alternatives. The
sections marked in red indicate the phase when jammers are
activated. Using the commercial jammer does not effectively
interfere with the STT analysis of the counting sounds ’1 to
10’ being played.

Fig. 3. Left: Our Jammer Right: Commercial Jammer
IV. ETHIC CONSIDERATION

All ultrasonic jammer experiments were conducted legally
with necessary authorizations to ensure regulatory compliance.
Our devices were designed for minimal interference, affecting
only targeted test environments and not other communica-
tions. We also confirmed that our jammers enhance counter-
surveillance without affecting normal device operations.

V. CONCLUSION

Our DIM algorithm uses dynamic frequency modulation
and an advanced speaker array to enhance privacy protection,
effectively countering sophisticated eavesdropping and noise
reduction techniques in various environments. Future enhance-
ments will focus on broadening its operational frequency
spectrum and improving portability, optimizing it for both
personal and commercial use.

VI. DEMONSTRATION

All audio results, spectral figures, and the poster
are available for viewing at the following link:
https://github.com/Moriartysherry/Ultrasonic_Jammer. Jianwei
Zhuge is the corresponding author.
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Ethical Considerations
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» Respect and protect individual
privacy rights, informing all
affected parties about the use
and 1ntentions of the ultrasonic
jamming devices.
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4 Non-linear phenomena occur because the interference signal frequency
exceeds the microphone diaphragm's designed capture frequency, result-
ing in abnormal deformation
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